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Abstract—Ballot marking devices (BMDs) allow voters to
select candidates on a computer kiosk, which prints a paper
ballot that the voter can review before inserting it into a scanner
to be tabulated. Unlike paperless voting machines, BMDs provide
voters an opportunity to verify an auditable physical record
of their choices, and a growing number of U.S. jurisdictions
are adopting them for all voters. However, the security of
BMDs depends on how reliably voters notice and correct any
adversarially induced errors on their printed ballots. In order to
measure voters’ error detection abilities, we conducted a large
study (N = 241) in a realistic polling place setting using real
voting machines that we modified to introduce an error into
each printout. Without intervention, only 40% of participants
reviewed their printed ballots at all, and only 6.6% told a poll
worker something was wrong. We also find that carefully designed
interventions can improve verification performance. Verbally
instructing voters to review the printouts and providing a written
slate of candidates for whom to vote both significantly increased
review and reporting rates—although the improvements may
not be large enough to provide strong security in close elections,
especially when BMDs are used by all voters. Based on these
findings, we make several evidence-based recommendations to
help better defend BMD-based elections.

I. INTRODUCTION

The threat of election hacking by hostile nations has
prompted a major push to ensure that all voting systems in the
United States have voter-verifiable paper trails, a defense rec-
ommended by the National Academies [36], the Senate Select
Committee on Intelligence [53], and nearly all election security
experts. Guided by past research [8], some states and localities
are implementing paper trails by deploying ballot-marking
devices (BMDs). In these systems, the voter makes selections
on a computer kiosk, which prints a paper ballot that the voter
can review before inserting it into a computer scanner to be
counted [56]. BMDs have long been used as assistive devices
for voters with disabilities, and a growing number of jurisdic-
tions are purchasing them for use by all voters [24], [25], [37].

BMDs have the potential to provide better security than
direct-recording electronic voting machines (DREs), which
maintain the primary record of the voter’s selections in a
computer database and often lack a voter-verifiable paper trail.
Numerous studies have demonstrated vulnerabilities in DREs
that could be exploited to change election results (e.g., [11],
[23], [31], [35]). In contrast, BMDs produce a physical record
of every vote that can, in principle, be verified by the voter
and manually audited by officials to confirm or correct the
initial electronic results.

However, BMDs do not eliminate the risk of vote-stealing
attacks. Malware could infect the ballot scanners and change
the electronic tallies—although this could be detected by
rigorously auditing the paper ballots [50]—or it could infect
the BMDs themselves and alter what gets printed on the ballots.
This latter variety of cheating cannot be detected by a post-
election audit, since the paper trail itself would be wrong, and
it cannot be ruled out by pre-election or parallel testing [51].
Instead, BMD security relies on voters themselves detecting
such an attack. This type of human-in-the-loop security is
necessary in many systems where detection and prevention of
security hazards cannot be automated [18]. However, as several
commentators have recently pointed out [7], [20], [51], its
effectiveness in the context of BMDs has not been established.

Whether such a misprinting attack would succeed without
detection is highly sensitive to how well voters verify their
printed ballots. Every voter who notices that their ballot is
misprinted and asks to correct it both adds to the evidence
that there is a problem and requires the attacker to change an
additional ballot in order to overcome the margin of victory.
Consider a contest with a 1% margin in which each polling
place has 1000 voters. If voters correct 20% of misprinted
ballots, minimal outcome-changing fraud will result in an
average of 1.25 voter complaints per polling place—likely too
few to raise alarms. If, instead, voters correct 80% of misprinted
ballots, polling places will see an average of 20 complaints,
potentially prompting an investigation. (We model these effects
in Section V.) Despite this sensitivity, voters’ BMD verification
performance has never before been experimentally measured.

In this paper, we study whether voters can play a role in
BMD security. We first seek to establish, in a realistic polling
place environment, the rates at which voters attempt to verify
their printed ballots and successfully detect and report malicious
changes. To measure these, we used real touch-screen voting
machines that we modified to operate as malicious BMDs. We
recruited 241 participants in Ann Arbor, Michigan, and had
them vote in a realistic mock polling place using the ballot
from the city’s recent midterm election. On every ballot that
our BMDs printed, one race was changed so the printout did
not reflect the selection made by the participant.

We found that, absent interventions, only 40% of participants
reviewed their printed ballots at all, only 6.6% reported the error
to a poll worker, and only 7.8% correctly identified it on an exit
survey. These results accord with prior studies that found poor



voter performance in other election security contexts, such as
DRE review screens [1], [15] and voter-verifiable paper audit
trails (VVPATs) [48]. The low rate of error detection indicates
that misprinting attacks on BMDs pose a serious risk.

The risks notwithstanding, BMDs do offer practical advan-
tages compared to hand-marked paper ballots. They allow
voters of all abilities to vote in the same manner, provide a
more user-friendly interface for voting, and more easily support
complex elections like those conducted in multiple languages or
with methods such as ranked choice [44]. BMDs also simplify
election administration in places that use vote centers [56],
which have been shown to reduce election costs and lower provi-
sional voting rates [28], [42], as well as in jurisdictions that em-
ploy early voting, which can improve access to the ballot [30].

Given these advantages and the fact that BMDs are already
in use, the second goal of our study was to determine whether
it might be possible to boost verification performance through
procedural changes. We tested a wide range of interventions,
such as poll worker direction, instructional signage, and usage
of a written slate of choices by each voter.

The rate of error detection varied widely with the type of
intervention we applied, ranging from 6.7% to 86% in different
experiments. Several interventions boosted review rates and
discrepancy reporting. Verbally encouraging participants to
review their printed ballot after voting boosted the detection rate
to 14% on average. Using post-voting verbal instructions while
encouraging participants to vote a provided list of candidates
raised the rate at which voters reported problems to 73% for
voters who did not deviate from the provided slate.

These findings suggest that well designed procedures can
have a sizable impact on the real-world effectiveness of voter
verification. We make several recommendations that election
officials who already oversee voting on BMDs can employ
immediately, including asking voters if they have reviewed
their ballots before submission, promoting the use of slates
during the voting process, informing voters that if they find an
error in the printout they can correct it, and tracking the rate
of reported errors. Our recommendations echo similar findings
about the most effective ways to alert users to other security
hazards (i.e., in context [12] and with active alerts [21]) and
redirect them to take action.

Although our findings may be encouraging, we strongly cau-
tion that much additional research is necessary before it can be
concluded that any combination of procedures actually achieves
high verification performance in real elections. Until BMDs
are shown to be effectively verifiable during real-world use, the
safest course for security is to prefer hand-marked paper ballots.
Road Map Section II provides more background about human
factors and security and about previous work studying the role
of voter verification in election security. Section III describes
our experimental setup, voting equipment, and study design.
Section IV presents our results and analyzes their significance.
Section V provides a quantitative model for BMD verification
security. Section VI discusses the results, avenues for future
work, and recommendations for improving the verifiability of
BMDs. We conclude in Section VII.

II. BACKGROUND AND RELATED WORK

A. Human-Dependent Security

Elections fundamentally depend on having humans in the
loop—as Stark [51] notes, the voter is the only one who
knows whether the ballot represents their intended vote—and
the success or failure of election security has the potential
to have history-altering effects. The type of risk posited by
Stark, wherein voters do not check their paper ballots to ensure
the BMD has correctly represented their selections, is a post-
completion error [14], in which a user makes a mistake (or
fails to verify the correctness of something) after they have
completed the main goal of their task. Voters who forget or do
not know to verify the correctness of a paper ballot after they
have entered their selections on a BMD miss a critical step in
ensuring the accuracy of their vote. We therefore explore how
to communicate this risk to voters.

Cranor [18] describes five ways that designers can commu-
nicate risk to a user who needs to make security decisions:

1) Warnings: indication the user should take immediate action
2) Notices: information to allow the user to make a decision
3) Status indicators: indication of the status of the system
4) Training: informing users about risks and mitigations

before interaction
5) Policies: rules with which users are expected to comply
Implementing indicators that reveal meaningful information

to voters about the security status of a BMD would be next to
impossible, as security issues are often unknown or unforeseen
to the operators. Although voter education about the importance
of verification might be an effective form of training, significant
coordination would be necessary to enact such a scheme at
scale. Therefore, we focus in this study on the effectiveness of
warnings issued through poll worker scripts and polling place
signage.

A warning serves two purposes: to alert users to a hazard, and
to change their behavior to account for the hazard [62]. There
are many barriers to humans correctly and completely heeding
security warnings. Wogalter proposes the Communication-
Human Information Processing (C-HIP) Model [61] to sys-
tematically identify the process an individual must go through
for a warning to be effective. The warning must capture and
maintain attention, which may be difficult for voters who
are attempting to navigate the voting process as quickly as
possible. Warnings must also be comprehensible, communicate
the risks and consequences, be consistent with the individual’s
beliefs and attitudes toward the risk, and motivate the individual
to change—all of which are substantial impediments in an
environment with little to no user training and such a broad
user base as voting.

To maximize effectiveness, warnings should be contextual,
containing as little information as necessary to convey the risk
and direct individuals to correct behavior [12], [61]. Voters
are essentially election security novices; Bravo-Lillo et al. [12]
found that, in the context of computer security, advanced and
novice users respond to warnings differently. Most significantly,
novice users assessed the hazard after taking action, whereas
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advanced users assessed the hazard before engaging in the
activity.

There may be effective ways to improve voter verification
performance. Many studies have applied lessons from Cranor,
Wogalter, and Bravo-Lillo et al. to help humans make secure
choices in different contexts, including phishing [21], [41],
browser warnings [2], [46], [52], app permissions [3], [40],
and operating system interfaces [13]. In the context of phishing
warnings, for example, Egelman et al. [21] found that users
were far more likely to heed an active warning, or a warning
that disrupted their workflow, than a passive warning. This
suggests that similar interventions applied in a polling place
may have a significant effect on voters’ ability to review and
verify their BMD ballots.

Our study contributes to this literature by exploring the
effects of several modalities of warnings (oral and visual) on
human detection of malicious ballot modification.

B. Voter-Verifiable Paper and Ballot-Marking Devices

A guiding principle in election security is that voting systems
should be software independent [47]: that is, any software errors
or attacks that change the reported election outcome should be
detectable. Bernhard et al. [9] note that elections backed by
a voter-verifiable paper record are currently the only known
way to provide robust software independence. Like BMDs,
voter-verifiable paper audit trails (VVPATs) and hand-marked
paper ballots are widely used in an attempt to achieve software
independence. However, each poses a different set of usability
and accessibility challenges.

Hand-marked paper ballots record the voter’s selections
without the risk of having a potentially compromised computer
mediating the process. However, voters often make mistakes
when filling out ballots by hand that can lead to them being
counted incorrectly or ruled invalid [27]. Moreover, many
voters have difficulty marking a paper ballot by hand due
to a disability or a language barrier. Ballots in the U.S. are
among the most complex in the world, further magnifying
these difficulties [38].

VVPAT technology also suffers from noted usability, privacy,
and auditability problems [26]. Most implementations consist
of clunky printer attachments for DREs that are difficult for
voters to read, record votes in the order in which they are
cast, and use a fragile paper tape. In laboratory studies, Selker
et al. [48] and de Jong et al. [19] found that voters frequently
did not review the VVPAT, with Selker finding that only 17%
of voters detected changes between the selections they made
on the DRE and those printed on the VVPAT. While there has
been some criticism of Selker’s findings and methodology [45],
[49], their results broadly comport with work by Campbell
et al. [15] and Acemyan et al. [1] about voters’ ability to detect
errors introduced in DRE review screens. The latter found that
only 12–40% of participants successfully detected such errors.

In part due to the concerns raised by these studies, BMDs
have become a popular choice for new voting system de-
ployments in the United States. South Carolina and Georgia,
together comprising nearly 9 million voters, recently adopted

BMDs statewide [24], [25], as have several counties and cities,
including Los Angeles County, the largest single election
jurisdiction in the U.S. [58].

There has been vigorous debate among election security
experts as to whether BMDs can provide software-independence
(e.g., [7], [20], [51], [60]). However, the discussion has yet to
be informed by rigorous experimental data. Our work seeks to
fill that gap by contributing the first human-subjects study to
directly measure the verification performance of voters using
BMDs under realistic conditions and with a variety of potential
procedural interventions.

III. MATERIALS AND METHODS

Our goals in this work were to empirically assess how well
voters verify BMD ballots and whether there are steps election
officials can take that will enhance verification performance.
To these ends, we conducted a between-subjects study where
we tested several hypotheses in a simulated polling place,
following the best practices recommended by Olembo et al. [39]
for election human-factors research. The study design was
approved by our IRB.

We sought to answer several questions, all of which concern
the rate at which voters are able to detect that a BMD-printed
ballot shows different selections than those the voter picked:

• What is the base rate of error detection?
• Is error detection impacted by:

– Ballot style?
– Manipulation strategy?
– The manipulated race’s position on the ballot?
– Signage instructing voters to review their ballots?
– Poll worker instructions?
– Providing a slate of candidates for whom to vote?

In order to answer these questions in an ecologically valid
way, we attempted to create an environment that closely
resembled a real polling place. Nevertheless, it is impossible
for any experiment to fully recreate what is at stake for voters
in a real election, and so study participants may have behaved
differently than voters do in live election settings. We went to
extensive lengths to mitigate this limitation, and we find some
data to support that we did so successfully (see Section VI-A).
We used real (though modified) voting machines, printers and
paper stock from deployed BMD systems, a ballot from a real
election, and ballot styles from two models of BMDs. We
conducted the study at two city library locations, one of which
is used as a polling place during real elections.

A. The Polling Place

To provide a realistic voting experience, we structured our
simulated polling place like a typical BMD-based poll site.
Three investigators served as poll workers, following the script
in Appendix A. Library patrons who were interested in voting
began at a check-in table, where they were greeted by Poll
Worker A and asked to sign an IRB-approved consent form. Par-
ticipants were told they would be taking part in “a study about
the usability of a new type of voting machine” and instructed

3



Fig. 1: Polling Place Setup.We established mock polling places at two public libraries in Ann Arbor, Michigan, with three
BMDs (left) and an optical scanner and ballot box (right). Library visitors were invited to participate in a study about a new kind
of election technology. The BMDs were DRE voting machines that we modi�ed to function as malicious ballot marking devices.

on how to use the equipment, but they were not alerted that the
study concerned security or that the BMDs might malfunction.

Each participant received a voter access card with which
to activate a BMD and was free to choose any unoccupied
machine. There were three identical BMDs, as shown in
Figure 1. On the last day of the study, one machine's memory
became corrupted, and it was removed from service; all votes
that day were recorded on the other two machines.

The BMDs displayed contests in a �xed order, and voters
made selections using a touch screen interface. After the last
contest, the machines showed a review screen that accurately
summarized the voter's selections and highlighted any un-
dervotes. The voter could return to any contest to change the
selections. A “Print Ballot” button ended the voting session and
caused a printer under the machine to output the paper ballot.

Participants carried their ballot across the polling place
to the ballot scanner station, where they inserted them into
an optical scanner that deposited them into a ballot box.
Poll Worker B was stationed by the scanner and offered
instructions if necessary. Next, the poll worker collected the
voter access card and asked each participant to complete an
exit survey using a laptop next to the scanning station. The
survey was anonymous, but responses were keyed so that we
could associate them with the voter's on-screen selections,
their printed ballot, and poll worker notes.

Poll Worker C, positioned separately from the other stations,
acted as an observer. They veri�ed that participants moved
through the polling place stations sequentially, noted whether
they spent time reviewing their printed ballots, and recorded
whether they appeared to notice any abnormalities. The observer
was also tasked with noting participant behavior, speci�cally
how the participants completed each step in the voting process
and any comments they made. The observer was available
to answer participant questions and was frequently the poll
worker participants approached upon noticing a discrepancy.

Like in a real polling place, multiple participants could
progress through the voting process simultaneously. Occasion-

ally a one- or two-person line formed as participants waited
to use the BMDs or the ballot scanner.

B. The Voting Machines

BMD voting systems are currently produced by several vot-
ing machine manufacturers, the largest of which is ES&S. Over
a six month period, we repeatedly attempted to engage ES&S
in discussions about acquiring samples of their equipment for
this study. However, these attempts were ultimately not fruitful.

Instead, we utilized AccuVote TSX DRE voting machines,
which we purchased on eBay and modi�ed to function as
BMDs. The TSX was �rst produced by Diebold in 2003 and
is still widely deployed today. At least 15 states plan to use it
in at least some jurisdictions in November 2020 [57].

The TSX runs Windows CE and is designed to function as
a paperless DRE or a VVPAT system. We developed software
modi�cations that allow it to print ballots in multiple styles us-
ing an external printer. This effectively converts the TSX into a
BMD—and one we could easily cause to be dishonest—while
preserving the original touch-screen interface used by voters.

In order to modify the machine, we built on techniques used
by Feldman et al. [23]. We began by patching the �rmware
so that, when the machine boots, it attempts to execute a
program provided on an external memory card. We used this
functionality to launch a remote access tool we created, which
allowed us to connect to the TSX over a network and perform
�le system operations, run applications, and invoke a debugger.

The TSXes in our polling place were connected to an
Ethernet switch using PCMCIA network adapters. A Python
program, running on a computer on the same network, used the
remote access tool's API to poll each machine for newly voted
ballots. Whenever a ballot was cast, the program parsed the
selections, generated a PDF �le based on them, and sent it to a
printer located underneath the appropriate voting machine. The
program could be con�gured to apply different ballot styles
and cheating strategies, depending on the experiment.
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